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Cybersecurity Developments in Latin America:
Problems, Models, and Cooperation Channels

Jesus A. Renzullo N. and Mary M. Hall

Abstract

Cybersecurity in Latin America has been a relatively neglected topic until the last five years.
Nevertheless, Latin American countries face increasing Internet penetration, and with it in-
creasing cyberattacks on their citizens, companies, and government institutions, drawing
greater attention to the issue. Cybersecurity policy is normally reduced to the classical United
States perspective of resilience and protection against cyberattacks (also reflected in the In-
ternational Telecommunications Union’s Global Cybersecurity Index). Nevertheless, some
countries in Latin America have developed different cybersecurity models to the traditional US
one, as based on their governments’ stated objectives around the control of data. This report
provides an overview of the approaches adopted in Latin America based on three major cy-
bersecurity models: security-oriented, privacy-oriented, and control-oriented. The study clas-
sifies 19 Latin American countries based on the different models and provides a deep dive into
two of them through the case studies of the most widespread models in the region: Colombia
(security) and Venezuela (control). The findings show that cybersecurity developments in Latin
America are still nascent in most of the region, but related models are clearly influenced by
political and strategic alliances with different cyber powers. The final section provides conclu-
sions as well as ideas for possible collaboration between Germany / the European Union and
Latin America on these matters.

Policy Recommendations

e Tailor European and German cooperation projects to countries in Latin America based on
their level of cybersecurity development and their current stance hereon. While those with
security and privacy-oriented models can become major allies in the region for bilateral
cooperation (like Argentina, Brazil, and Mexico), countries with only security-oriented mod-
els would benefit from EU know-how on data protection build-up and privacy legislation.
Collaboration around areas of systematic weakness in Latin America with regards to tech-
nical capacity and digital forensics (like Costa Rica, Guatemala, or Panama) can be har-
nessed through diplomatic cooperation.

¢ Prioritise countries in Latin America with cybersecurity stances aligned with the EU’s and
seeing higher incidence of cyberattacks (like Argentina, Brazil, Colombia, and Mexico), to
create interregional cybersecurity hubs that can be harnessed for further collaboration with
other Latin American peers.

e Prioritise Latin America as a key region for security and defence — including cybersecurity
— research. The current EU-Latin America coalition agreement mentions that China, the
US, and Eastern Europe should be priority regions for regional research, to include the
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development of a funding framework (CDU, CSU, SPD, 2025). Considering the strategic
interest Germany and the EU have in Latin America, this region should be included as a
priority and additional research herewith funded.

Include cyber diplomacy as a key aspect of the next German “National Cyber Strategy”
(NCS). In the previous iteration of the NCS, cyber diplomacy was only included in the sec-
tion on strengthening European cyber policy (BMI, 2021). As the new German government
plans to update the NCS, a stronger focus on the role of cyber diplomacy beyond the EU
could help focus research, funds, and capacity on strengthening current and possible
cyber-diplomacy projects, thereby strengthening Germany’s efforts in the Latin America
region.

Strengthen university and other higher-education exchange formats focused on cyberse-
curity using the cultural and education attachés of the German embassies in Latin America.
With the US now limiting opportunities for academic exchange, Germany should capitalise
on this opportunity to expand its reach with Latin American universities and higher-educa-
tion programmes. This could improve knowledge transfer among partner countries, while
also having all the benefits of cultural exchange. Furthermore, this could also have a two-
way effect of increasing IT and cybersecurity professionals in Germany, of which there is
currently a significant shortage.

Expand cyber-diplomacy projects to include the countries that are struggling the most on
building digital resilience. Based on this report, there are at least four countries (Bolivia, El
Salvador, Guatemala, and Honduras) that are still developing their basic cyber capabilities
and resilience; they have not yet met our threshold of fitting into one of the three overarch-
ing strategies defined here. Germany has the opportunity to collaborate with these four
countries from the start, helping strengthen democratic adherence to cybersecurity and the
rule of law in digital spaces.

Outline
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2 Latin American Cyber Models: Security, Privacy, or Control? 9
3  Case Studies on Cybersecurity Models 12
4  Cybersecurity Alliances in Latin America 17
5 Conclusions 20
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1 Cybersecurity Policy in Latin America: A Lagging Region Influenced by Cyber
Powers

Cybersecurity has been a challenge in Latin America since the end of the first decade of the
new century. As a region, it is one of the most targeted and at the same time hardly prepared
for these digital attacks. This is not surprising, as Internet connectivity in Latin America is the
third-highest globally at 87 per cent, behind only Europe and the Commonwealth of Independ-
ent States (CIS) (ITU, 2025). However, despite this high connectivity, Latin America has been
ranked as one of the least cyber- and Internet security-ready regions by both academia (Anna,
2022; Bolgov, 2020; Flor-Unda et al., 2023) and multilateral institutions such as the Interna-
tional Telecommunication Union (ITU, 2025).

One study shows that Latin America was affected by 41 billion cyberattacks in 2020 alone
(Buzzio-Garcia et al., 2021); in the second half of 2021, the region was significantly more af-
fected by cyberattacks than the global average (Flor-Unda et al., 2023). This compound prob-
lem (high Internet connectivity and low levels of cyber resilience) justifies the objectives of this
study: to understand how related policy in Latin America has developed, what stances on such
matters different Latin American countries have taken, and how these choices have been
shaped by different cybersecurity models. Based on its analysis, the study provides policy
recommendations on how the European Union and Latin American countries can collaborate
on issues of cyber resilience tailored to each country’s adopted model.

1.1 Cybersecurity Policy in Theory: How the Objectives of Data Control Shape
Priorities

“Cybersecurity” is defined by the ITU as “the collection of tools, policies, security concepts,
safeguards, guidelines, risk management approaches, measures, training, best practises, as-
surances and technologies that can be used to protect the cyber environment and the assets
of organisations and users” (in Kosevich, 2024, p. 92). In Latin America, there is a clear focus
on individuals and users rather than state-based approaches. Cyber- and Internet security are
therefore a necessary part of building digital governance."

Cybersecurity necessarily involves the transmission and control of data. Depending on the
goals pursued with the sharing and management of this information, the threats to it and the
victims of attacks also change. Each of these anchors can be defined differently by a given
nation, as informing their national strategies on cybersecurity, Internet governance, and digital
sovereignty.

While countries such as China and Russia focus on the paradigm of “information control”
(Chander & Sun, 2021; Wang, 2020) and NATO ones orient themselves towards military oper-
ations and infrastructure (Madiega, 2020; Pohle & Thiel, 2020; Saalman et al., 2022), in Latin
America cyberspace is inextricably linked to information, sociocultural values, and a focus on
the individual (Kosevich, 2020).

The second concept, “Internet governance,” breaks down the levels at which policy can
promote cybersecurity by determining which areas of the online world can be regulated and
then proceeding to do so. Benkler (2000) has defined three “layers” per which such govern-
ance can be applied: infrastructure, logic, and content. Measures at the infrastructure layer

1 The latter refers to the efforts to create principles and parameters by which the evolution of the Internet and data
traffic should be regulated. This includes topics such as what principles to apply, who should be allowed to
regulate, and what decision-making processes should be in place.
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focus on protection and access to devices, cables, and servers. This is about critical infor-
mation infrastructures (Clls), how well they are protected, where they are located, and who
has access to them. Many debates on digital sovereignty today, and most debates on cyber
resilience, deem the sovereignty of infrastructure to be the most important variable in play
(Chander & Sun, 2021; Pohle & Thiel, 2020; Saalman et al., 2022).

The logical layer focuses on protocols that enable communication over the network, includ-
ing Transmission Control Protocols, Internet Protocols, and Domain Name System (DNS) re-
solving. This layer redirects the transmission of data and controls its flow inside and outside
the country, and it has been used by states to ban certain websites and redirect users. Finally,
the content layer regulates the type of information that can be exchanged online. Certain con-
tent may violate the democratic process — hate speech, disinformation — or national laws —
inciting terror, child pornography, drug trafficking. Nevertheless, it can also be regulated in a
way that is consistent with the values and goals set by the state — for example, via nationalist
narratives and pro-government propaganda.

The development of a given country’s stance on these issues will therefore be tied to the
concept of cybersecurity it upholds and to its perspectives on Internet governance at large.
The way that data is controlled and the objectives behind that become key determinants of
what cybersecurity model a country develops. Chander & Sun (2021) identify three main goals
regarding data control in the digital sphere: 1) control of the population; 2) protection of the
population; and/or, 3) development of the digital economy. Countries that focus on population
control will regulate the three levels to ensure communicative hegemony and full access to
their citizens’ information. Those prioritising user protection will primarily address privacy pro-
tocols and standards, monitoring data brokers and safeguarding the infrastructure that ensures
data security, while leaving the content layer relatively untouched so as to ensure freedom of
expression. Finally, countries seeking the growth of the digital economy will develop policies
that protect the infrastructure enabling this and facilitate the use of cyberspace for commercial
activities.

1.2 Cybersecurity Threats and Policies in Latin America

Looking at the ITU’s Global Cybersecurity Index (GCSI), most Latin American countries rank
among the lowest placed ones on it.? With 35 countries of the region in the last three levels
and only Brazil reaching the “exemplary” tier |, Latin America is clearly a laggard in terms of
cybersecurity readiness (ITU, 2025). The Americas® consistently score as the second-lowest
region in the index’s different areas of categorisation, such as: technical measures (establish-
ment of “cyber incident response teams” (CIRTs), cyber exercises, sectoral CIRTs); organisa-
tional measures (national cybersecurity strategies, identification of Clls, protection of minors
online); and, capacity development (presence of cyber awareness across different levels of
education). There are two exceptions where the Americas do score better: cybersecurity and
Internet-safety legislation and international alliances (more in due course).

2 The index has 5 tiers (in order from lowest to highest: building, evolving, establishing, advancing, role-model-
ling). Tier 4 is the second-lowest, which indicates that these countries have low cybersecurity readiness and
build-up.

3 The GCSI clusters the Americas (including Canada and the US) as a whole region; there are subregional in-
dexes for just Latin American countries.
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Overall, however, we can conclude that Latin America is a region particularly vulnerable to
cyber threats due to a combination of high Internet connectivity and low technical, organisa-
tional, and capacity-building measures. Unsurprisingly, its countries have faced cyberattacks
at a higher than average rate in recent years, especially since the COVID-19 pandemic (Flor-
Unda et al., 2023). They have been victims of ones affecting state institutions (Foldvari et al.,
2021; Kosevich, 2024; Toapanta et al., 2020), companies, and private users (Aguilar Antonio,
2020; Pawlak & Barmpaliou, 2017). Up to USD 30 billion in economic losses were estimated
in 2017 alone (Cobos, 2024). Over the past 15 years, regional governments have been victims
of cyberattacks that have paralysed their websites and some of their public services, some-
times for months at a time. In 2011-12, a series of Anonymous attacks across Latin America
affected public websites in Colombia, Mexico, Panama, and Venezuela (Kosevich, 2024). In
2011, Brazil was also the victim of a cyberattack on the official websites of the presidency by
the Brazilian branch of the group Lulz Security (ibid.). In 201617, a series of spyware attacks
by the programmes “Pegasus,” “Hacking Team,” and “Finfisher” were mainly used by govern-
ments to spy on political opponents and journalists in Argentina, Brazil, Ecuador, and Vene-
zuela (ibid.). The ransomware attack in Costa Rica in April 2022 paralysed the websites and
services of several ministries for months (Flor-Unda et al., 2023). In 2024, there were two major
coordinated attacks: one on Brazilian finance institutions in May, another on Venezuelan gov-
ernment websites after the elections of July of that year (Positive Techonologies, 2025). And
these are only some of the many examples that could be cited here.

Nevertheless, the private sector has suffered the most attacks, hampering the Latin Amer-
ican digital economy in general. The regional cybersecurity market was expected to grow by
103 per cent between 2019 and 2025 (in Anna, 2022). According to the study by Aguilar Anto-
nio (2020), Latin America has suffered significant losses from cyber threats, resulting in spend-
ing of around USD 1 ftrillion in 2019 in seeking to counter them.

Cybercriminals pursue different goals. Some target institutions (banks, companies) and
private individuals, using methods (ransomware, phishing attacks) that are more likely to bring
economic gain; others carry out politically motivated attacks to obtain information from official
bodies or to protest government policies — this is more common in developing countries (see
Cobos, 2024). In the case of Latin America, regional conditions shape the nature of cyberat-
tacks: economically motivated ones are more commonplace than purely espionage- or politics-
related incidents (Flor-Unda et al., 2023). The exception here is Venezuela (Cobos, 2024) (see
Figure 1 below).

A comprehensive study by Flor-Unda et al. (2023) using data from Kaspersky Lab on the
main cyber threats faced in Latin America shows that there were 746,000 malware attacks per
day in the region in 2020 alone. These occurred mostly in Brazil (56 per cent of total attacks),
Mexico (23 per cent), and Colombia (10 per cent). The majority of these attacks were linked to
heists carried out vis-a-vis commercial establishments.

There are significant differences between the respective countries’ levels of cybersecurity
readiness. Those like Brazil, Mexico, and Uruguay belong to the GCSI’s two highest tiers (tier
| and tier Il), while countries like Argentina and Venezuela are both tier 4. Still, the literature
does not necessarily indicate these countries to be laggards. Argentina has one of the most
advanced digital-privacy laws in the region, being at the level of the EU’s General Data Pro-
tection Regulation (GDPR) (EU Commission, 2025). Meanwhile, Venezuela is considered a
major cybersurveillance state similar to China, with significant cyber-offense capabilities too
(Beaton, 2021; Bradshaw & Howard, 2021). The explanation behind some countries in Latin
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America having low GCSI scores while also having solid capabilities in other related fields
(data privacy, Internet surveillance, content control) lies in how each respond to two key con-
siderations: 1) what cybersecurity is and 2) how the Internet should be governed.

Figure 1 Motives behind Cyberattacks in Latin America and the Caribbean (2014—

2023)
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Source: Cobos (2024), who uses data from the Center for International and Security Studies of Maryland.

1.3 Understanding Cybersecurity Models in Latin America

This study will focus on the three aforementioned objectives — controlling the population, pro-
tecting digital users, growing the digital economy — to understand the evolution of cybersecurity
in Latin America, as each not only drives the different forms of related policy adopted but also
reflects — and influences — the level of democratic development in these countries. The inves-
tigation proceeds as follows: section two classifies 19 Latin American countries according to
how their cybersecurity policies are shaped by their data-governance objectives, categorising
them as security-, privacy- or control-oriented. The third section then provides an in-depth case
study of one country each for the security- and control-oriented models. Section 4 looks at the
international alliances that Latin American countries have established with the main players in
the cybersecurity field such as China, the EU, Russia, and the US, as well as how at these ties
relate to the models developed. The final section summarises the findings of this report and
offers important insights into the relationship between cybersecurity policy, democratic devel-
opment, and international cooperation.
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2 Latin American Cyber Models: Security, Privacy, or Control?

Cybersecurity policy — and hence the exact model chosen — depends on the objectives that
each state pursues in relation to the control of data. These different models shape which as-
pects of cybersecurity are emphasised, whether these be traditional aspects (protection of
critical infrastructure, cyber defence, militarisation of cyberspace) or alternative ones (data pri-
vacy, curbing disinformation, censorship, surveillance). This section will provide a summary of
the different models of cybersecurity we looked at, then mapping Latin American countries
based on the one they most accurately align with.

2.1 Models of Cybersecurity

Countries that view the control of data as a necessary step for the growth of the digital economy
and the defence of cyberspace as a matter of national security will focus their policies on se-
curing CllIs, protecting critical sectors from cyberattack, and defending information of key rele-
vance or economic value, while maintaining looser protection regulation and content control to
allow the free development of the digital market. This approach is best epitomised by the US
approach to cybersecurity and data sovereignty, as explained by Chander & Sun (2021). The
North American country has argued against strong regulation of the Internet by multilateral
organisations and advocates a “bottom-up approach” thereto (Bolgov, 2020; Wang, 2020).
Compared to other major cyber powers such as China, the EU, and Russia, Washington’s
regulation of data protection and of online businesses is rather hands off (Chander & Sun,
2021; Fainmesser et al., 2023). Nonetheless, the latter is at the forefront of cybersecurity pre-
paredness in the GCSI’s “role model” category, as a country with solid policies and laws on
critical infrastructure, sectoral cybersecurity, and cyberwarfare (ITU, 2025). It also has the ad-
vantage of being the country in which the Internet’s infrastructure was originally built, as the
data servers and big-tech companies are mainly located there (Chander & Sun, 2021).

According to Saalman et al. (2022), the US’s stance has evolved from a purely military
approach to digital affairs to considering cyberspace a security domain in its own right. Priori-
tised is ensuring “deterrence by denial” and a policy of “zero trust,” while maintaining the goal
of an open, free, and reliable Internet. Despite the US’s recent concerns about information
security, its interest in Internet freedom means that it still has not developed a strategy to con-
trol online content like China has, nor a strong policy to protect the privacy of digital users as
the EU has — namely, in order to keep data collection relatively open to companies.

This model, where Internet governance is extremely focused on preventing cyberattacks
and promoting cyber resilience, while keeping digital privacy relatively loose and avoiding con-
tent control, is categorised in this study as a “security-focused” model. To classify Latin Amer-
ican countries as upholding such a paradigm, considered are the existence of: 1) a national
cybersecurity strategy; 2) of national CIRTs; 3) of a dedicated cybersecurity authority; and, 4)
of a cyber military department. Countries that fulfil all four of these conditions are considered
to have adopted the US cybersecurity model.

Countries that seek to protect the population’s data and privacy will focus their efforts on
providing Clls, regulations, and protocols safeguarding against theft and unauthorised access
while providing citizens with enough freedom of speech in cyberspace to still express them-
selves. Privacy and freedom of expression will then become the primary policy objectives. The
European model is strongly influenced by these ambitions. Privacy has long been the EU’s
response to the problem of digital sovereignty after facing US hegemony online, as constantly
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expressed by the French state (Chander & Sun, 2021, pp. 15-16); the issue of data protection
has, however, been present since the early days of the European Economic Community (Saal-
man et al., 2022, p. 18). As cybersecurity began to take shape in the EU, common reference
points were “privacy and data protection” and “network and information security” (ibid.).

The EU’'s GDPR, which is considered the highest standard of data protection, is a key
example of this second model of cybersecurity: the “privacy-oriented” one. The EU has in-
creasingly come to view cybersecurity as a geopolitical issue (ibid., p. 22), and it has tackled
it by globalising its data-protection regulations, taking advantage of the fact that it is one of the
largest markets and increasingly a provider of services (Bradford, 2012; Chander & Sun,
2021). Currently, there are extensive studies on how the so-called Brussels effect has seen
GDPR-like regulations spread to Southeast Asia (specifically the Association of Southeast
Asian Nations (ASEAN)), India, and elsewhere (Tarafder & Vadlamani, 2025). To determine
whether a country adopts the privacy-oriented model, the existence of four aspects is key: 1)
of general data-protection laws; 2) of digital-privacy laws; 3) of GDPR-level laws; and, 4) of a
dedicated authority concerned with the protection of user data. Countries that fulfil at least
three of these conditions are considered to be uphold this second model.

Finally, countries that view data control as a means to better assert their authority over the
population will rely heavily on the regulation of the three aforementioned layers of the Internet,
allowing for close monitoring of citizens’ online interactions and ensuring that the content shared
is in line with state objectives. The Chinese “ideological” goal of Internet sovereignty, as described
by Wang (2020), is a key example. For the Chinese government, the Internet is an important tool
for disseminating government propaganda and creating a space where values such as “patriot-
ism, loyalty to the Party, devotion to labour, honesty and filial piety [are systematically promoted]”
(ibid., p. 407).

The Chinese government pioneered the concept of “digital sovereignty,” and its Internet
model was based on the notion of “cyber sovereignty” from the outset. This was evidenced by
the 1990s “Golden Shield Project” on the use of information technologies, which culminated in
the intertwining of measures that led to what Fallows (2008) calls “the Great Firewall of China.”
In the eyes of the Chinese state, cyber sovereignty is seen as safeguarding the country’s ability
to choose its own development path and determine what kind of online content is allowed
domestically (Chander & Sun, 2021; Wang, 2020).

As Koh (2012) explains, scholars agree that all countries exercise some degree of Internet
oversight, so none of them can be said to completely forego the control model. However, Wang
(2020) highlights how China’s level of control is bolder and can be seen as qualitatively differ-
ent. The Chinese “control-oriented” model permeates the three layers of the Internet, but a key
component of its strategy is content regulation and censorship. Measures used to enforce this
include restricting domestic VPN use, redirecting search queries, holding domain providers
accountable for the content on their platforms, and penalising content providers who distribute
and produce “harmful” content (Chander & Sun, 2021; Wang, 2020).

Censorship and content monitoring are becoming key aspects of this model, and this ap-
plies to both the logic and content layers of the Internet. This model is more common in coun-
tries with authoritarian regimes that see dissent as a threat to the stability of the state and the
ruling party. Informational hegemony thus becomes necessary. This has clear implications for
democracies in the Latin American case, as the control-oriented model makes citizens vulner-
able to state surveillance and control. Signs of this third model being active include: 1) censor-
ship of political media online; 2) censorship of social media; 3) systematic tracking and attacks
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on journalists and information portals; 4) evidence of government surveillance of citizens in
cyberspace; and, 5) restrictions on VPN usage. Countries seeing at least four of these out-
comes are considered to uphold the control-oriented model here.

Of course, hybrid cybersecurity models are possible as the respective objectives of each
are not necessarily in conflict with one another. As explained by van de Poel (2020), there are
some contradictions between the different cybersecurity models: the four values explained in
her chapter (security, privacy, fairness, accountability) may conflict in some regards but there is
also a balance that can be achieved in other instances. While the US can be categorised more
as purely security-oriented, China can be seen as both security- and control-oriented in the
context of this study; the EU is both security- and privacy-oriented. The same impulses and
developments are observable vis-a-vis the models of the different Latin American countries we
now examine, where security considerations are sometimes combined with an orientation to-
wards protecting user privacy.

2.2 A Map of Cybersecurity Models in Latin America

Figure 2 below shows a map of 19 Latin American countries and their respective stances on
cybersecurity. It becomes evident in looking at it that the GCSI is clearly tailored to assessing
countries around the world on the basis of the security-oriented model established by the US.
All those that can be considered security-oriented are at least tier 3 in the index, with Argentina
and Bolivia being the outliers.

Figure 2. Latin American Cybersecurity Models by Country (2024)
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A look at the classification scheme above shows that most countries (six) have a hybrid cyber-
security model — between data protection and security — in place. Four countries can be cate-
gorised as exclusively security-oriented, two have an entirely privacy-oriented model, and only
three have a fully developed control-oriented model. Finally, there are four countries whose
cybersecurity strategy is not yet fully formed in line with any of the models reviewed; this is
consistent with the fact that all of these countries are ranked at the second-lowest level per the
GCSl.

Countries with hybrid security-privacy models tend to rank higher in that index, such as
Brazil, Chile, and Mexico. They not only have the necessary components in place to increase
the cyber resilience of their economies, but have also created a legal framework to protect
citizens’ digital privacy. They are also classified as accelerating or transitioning countries in the
World Intellectual Property Organisation’s (WIPO) Global Innovation Index (Kosevich, 2024).

Countries that focus only on security include Colombia, the Dominican Republic, and Par-
aguay. Such actors have significant cybersecurity capabilities but lack privacy laws and are
closer to the US model of cybersecurity. Those that are concerned with privacy, such as Costa
Rica and Panama, are in the same category of small nations, with relatively high indices of
democratic development and citizen participation. Cyberattacks are less frequent on their
shores due to the relatively smaller scale of the economy, and democratic (or economic) con-
cerns about data leaks become more important.

Finally, there are three clear control-oriented countries: Cuba, Nicaragua, and Venezuela.
They all rank at the lower end of the GCSI, but have greater control over digital content do-
mestically than the other countries of the region. Venezuela, for example, does not yet have a
cybersecurity strategy and has only recently (2024) passed a law to create a cybersecurity
agency. Nevertheless, the Venezuelan state is considered a major digital disinformation agent
in the region (Bradshaw & Howard, 2021) and has systematically engaged in digital surveil-
lance, digital censorship, DNS poisoning, and distributed denial-of-service (DDoS) attacks
(Beaton, 2021; Torrealba & Viloria, 2024). These three countries all follow a model closer to
the Chinese one, and also happen to be diplomatically and ideologically closer to those them-
selves oriented towards exerting control online (China, Iran, Russia) (Bolgov, 2020).

Evidently, cybersecurity models are strongly shaped by: 1) the diplomatic orientation of the
country in question; 2) the state of its digital economy and experience with cybersecurity at-
tacks; and, 3) domestic political developments. The following section will now take a closer
look at the evolution of Colombia’s and Venezuela’s cybersecurity models as key examples of
a security- and a control-oriented model respectively, seeking to explain their development
based on the three conditions just mentioned. These case studies serve to highlight the con-
trasting development of two relatively strong cyber powers’ digital pathways.

3 Case Studies on Cybersecurity Models

3.1 Colombia: Security-oriented Model

The Colombian model can not only be seen as a pioneer in the region but also as a clear
example of a security-oriented one. According to the GCSI of 2024, Colombia falls under tier
3 (“Establishing”). It outperforms the region in the areas of capacity development and technical
measures, two in which the Americas as a whole systematically underperform (ITU, 2025). The
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joint 2020 Inter-American Development Bank (IDB) and Organization of American States
(OAS) assessment of Latin America was that the region performs above average in their pillars
one (cybersecurity strategy and policy) and four (regulatory and legal framework), while also
achieving relatively solid results on the other pillars (IDB & OAS, 2020). Nevertheless, devel-
opments in the area of data protection in Colombia are limited, which is why it cannot be con-
sidered to uphold a hybrid cybersecurity model. Colombia has neither GDPR-level data-pro-
tection laws nor its own data-protection authority — policy hereon is managed instead by the
Superintendency of Industry and Commerce (IAPP, 2025). This strong turn towards a security-
focused approach is largely linked to the country’s political history and the relatively high num-
ber of cyberattacks it has suffered to date.

An important aspect of the Colombian cybersecurity model is the relatively large influence
of the military in its construction and their keen focus on security and crime prevention (Cara-
peto & Calil, 2022; Kosevich, 2024). Since the issuing of the “Lleras Doctrine™ in 1958, security
and public order have been left as a separate area of the armed forces’ mandate (Castafrio,
2023). In the time since, cybersecurity has come to be viewed similarly to how it was early on
in the US: as a matter of national defence (Kosevich, 2024).

The armed forces are the only body responsible for developing guidelines and priorities
regarding the country’s security policy (ibid.). The Colombian cybersecurity model was built
under the motto of protecting the nation, making information another area of military and se-
curity affairs (Villanueva Méndez, 2015), just like with the US version hereof (Saalman et al.,
2022). According to Article 4 of Decree 1.512/2000, amended in 2022, it is the responsibility of
the Ministry of National Defence (Ministerio de Defensa Nacional) to define, develop, and ex-
ecute aspects of cybersecurity in the country, with a focus on guaranteeing national sover-
eignty, independence, integrity, and constitutional order (Carapeto & Calil, 2022).

The core concepts informing the Colombian model are the protection of the Internet’s Clls
(Andrade Becerra, 2012) and the fight against cybercrime, which is more dangerous than tra-
ditional transgressions due to potential scope (Kosevich, 2024). In the last three years alone
Colombia’s military spending has been the highest in Latin America at over USD 10 billion
annually, a significant share of which has been channelled to developing and protecting infor-
mation and communication technologies (Kosevich, 2024).

Colombia also suffers from a sizeable number of cyberattacks compared to regional peers,
the highest after Brazil and Mexico. Together with Chile and Uruguay, Colombia has had higher
malware infections than the global average in recent years (Flor-Unda et al., 2023). In 2020
alone, Kaspersky Lab identified almost 750,000 malware attacks per day in Latin America,
most of which targeted Brazil (56 per cent), Mexico (28 per cent), and Colombia (7 per cent)
(Anna, 2022; Flor-Unda et al., 2023). Colombia is also the third-largest country in the region in
terms of cybercrime (10 per cent of total figure) (Flor-Unda et al., 2023). Some cybersecurity
companies have reported a 200 per cent annual increase in ransomware attacks in Colombia
— among other countries in Latin America and the Caribbean — since 2015 (Kosevich, 2024).

Colombia has been the target of numerous cyberattacks since 2011, some of them politi-
cally motivated. The Anonymous attack of that year took control of several official Colombian
government websites (Kosevich, 2024). In 2017, the malware “WannaCry” infected thousands
of computers in Latin America, with Colombia among the countries worst affected. Another
event was the discovery in 2013 via WikiLeaks’ publication of classified documents that the
US had spied on several governments, including Colombia’s (Kosevich, 2024).
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In many ways, Colombia is a pioneer in the region. It was the first country in Latin America
to develop a national cybersecurity strategy (NCS) in 2011, while the Economic and Social
Policy Council has published two documents that regulate state policy on cyberspace and how
to ensure its security (Diaz Acevedo, 2023; Kosevich, 2024). The NCS was updated in 2016
(Kosevich, 2024). The government approaches cybersecurity from an extremely technical per-
spective, focusing on incident management and digital forensics (Anna, 2022). In addition,
Bogota has criminalised computer attacks on the confidentiality, availability, and integrity of
data (2009) and created guidelines to combat national cyber threats (2011) (Carapeto & Callil,
2022).

In doing so it has strongly aligned itself with US cybersecurity policy, as a major non-NATO
ally thereof. Looking at Colombia’s NCS, both in its original 2011 document and its 2016 update
the focus on national security and infrastructure protection is clear. The 2011 NCS has the
clear objective of strengthening state capacity against threats to national security and cyber-
space defence (Diaz Acevedo, 2023). Although the document distinguishes between cyberse-
curity (which focuses on the protection of citizens) and cyber defence (meaning safeguarding
national sovereignty), the strategy is clearly focused on the police-military area of cybersecu-
rity. The 2011 NCS also created three main bodies: the Colombian Cyber-response Team, the
Joint Cyber Command, and the Police Cyber Centre, with the first focusing on coordination
and the other two on cyber defence and cybersecurity respectively.

This focus on defence and the security sector was highlighted as a problem in the updated
NCS of 2016. It emphasised the necessary inclusion of “digital security” as a concept, the
designation of Clls, and the involvement of public and private actors beyond just the security
forces (NCS, 2016). In addition, the National Digital Security Coordination Centre was created
herewith to promote better coordination between public and private institutions working on
matters of cyber- and digital security.

Finally, Colombia’s NCS 2020-2030 focuses more on increasing synergies between insti-
tutions and cooperation between the public and private sectors. However, the core focus has
not changed. The strategy has six main objectives:

N

strengthening digital security;

)
2) more sophisticated legislation;
3) protecting strategic assets;
4) promoting inter-institutional cooperation;
5) increasing international cooperation; and,
6) fostering cybersecurity education and culture (Diaz Acevedo, 2023).

The development of Colombia’s cybersecurity strategy has been heavily influenced by the tra-
ditional US model of Internet and information security and the protagonism of the armed forces
in this domain. Prioritised has been the protection of Clls, the prosecution of cyber criminals,
and the nullifying of online threats, instead of a focus first and foremost either on maintaining
privacy (Europe) or digital surveillance (China). Despite being a pioneer in traditional cyberse-
curity in the region, Colombia still needs to make further efforts to ensure data privacy and to
prevent its security-oriented model from violating users’ rights.
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3.2 Venezuela: Control-oriented Model

Venezuela’s model is puzzling in many ways, as it does not have the typical characteristics of
a country with a cyber-development apparatus. The GCSI of 2024 classifies Venezuela as tier
4 (“Developing”), and in the areas of technology, cooperation, and capacities the country is
well below the average for the Americas. It is only on a par with the region in terms of legal
and organisational measures (ITU, 2025). The same result can be seen in the IDB/OAS as-
sessments. Venezuela performs poorly here on almost all pillars in both the 2016 and 2020
assessments, with only pillar 4 (“regulatory and legal framework”) showing a significant im-
provement across that four-year period (IDB & OAS, 2020). Venezuela was found to lack ad-
equate policy on Clls and to have no NCS; further to that, the so-called National Cybersecurity
Council was only created in 2024.

Venezuela is also a latecomer to data protection. According to the International Association
of Privacy Professionals (IAPP, 2025), Venezuela has neither a data-protection authority nor a
related law, either in general or specifically for the digital world. The only reference to data
protection is found in the Venezuelan Constitution, which contains articles that establish the
right to access, recover, modify or destroy information, as well as the right to privacy.

In the traditional view of cybersecurity, the Venezuelan state could be considered a laggard.
But it has also been labelled in the Oxford Internet Institute’s “Global Inventory of Organised
Social Media Manipulation” report one of the states most responsible for the pervasiveness of
digital disinformation worldwide (Bradshaw & Howard, 2021), and is among those with the
strongest digital-control and -surveillance apparatus (Beaton, 2021; Berwick, 2024; Bradshaw
& Howard, 2021). In addition, the Venezuelan government has been shown to have carried out
cyberattacks against opposition websites and journals via the use of DDoS, DNS poisoning,
and spyware, as well as disinformation operations such as algorithmic suppression, cyber
lynching, and organised troll mobs. Cybersecurity in the Venezuelan context is not aimed, then,
at protecting citizens or developing the digital economy, but at controlling the population (Chan-
der & Sun, 2021). To achieve this goal, cyber defence (like in the US model) or data protection
(EU model) are subordinated to the development of strong digital surveillance, content censor-
ship, and offensive capabilities, as is the case also with the Chinese and Russian models.

Venezuela has been developing its communication strategy since the early years of the
new century under the government of Hugo Chavez Frias (Beaton, 2021; Torrealba & Viloria,
2024). During his first term, the then minister of communications realised that the government
needed “communicative hegemony” (Torrealba & Viloria, 2024). During the Chavez era, the
mainstream media was increasingly brought under the control of the state through nationalisa-
tion, increased funding for state outlets, censorship laws, and the removal of opposition news-
papers, among other measures (Beaton, 2021). As a result, journalists and the public turned
away from the mainstream media and relied on the Internet and social media to communicate
grievances, keep people informed about government abuses, and to organise politically. The
government of Nicolas Maduro (2014—present) has ensured that communicative hegemony
has been extended to social media, which has led to the Venezuelan state developing its cyber
surveillance, -censorship, and -attack capabilities.

The government’s cyber surveillance includes the widespread collection of citizens’ per-
sonal data as well as the prosecution of dissidents who post anti-government messages on
social media (Beaton, 2021; Berwick, 2024). This has been possible since the creation of the
“Card of the Fatherland” (Carnet de la Patria), which is used to provide economic assistance
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but also tracks sensitive information — including on purchases, medication, social media ac-
counts, location, basic biographical details, and voting behaviour (Beaton, 2021; Puyosa,
2021). In a highly digitalised economy like Venezuela’s, this surveillance tool is crucial. It has
been proven that the government tracks citizens’ posts on social media: between August and
October 2014, at least eight Venezuelans were arrested for sharing opinions or images against
the government on Twitter; in 2019, Pedro Jaimes Corrillo was arrested for sharing the route
of Maduro’s presidential plane (Beaton, 2021; Beyer, 2016). Government surveillance is also
supported by strategic partnerships with the Russian state (Farah, 2024), and there is evidence
that the Maduro regime uses the espionage programmes “Pegasus,” “Hacking Team,” and
“FinFisher” to monitor political opponents and independent journalists (Kosevich, 2024).

Cyber censorship and digital-disinformation campaigns are the favoured method of main-
taining control over the online sphere domestically (Beaton, 2021; Berwick, 2024; Puyosa,
2021; Torrealba & Viloria, 2024). Since 2014, the Venezuelan government has systematically
blocked opposition newspapers online, similar websites, and even social media pages through
the Venezuelan telecommunications authority CONATEL (Beaton, 2021; Berwick, 2024). In
that year, more than 1,000 websites were blocked by the latter for criticising the government,
including those of online news outlets. In subsequent years these efforts increased, including
the blocking of the pages/platforms of political dissidents using them to coordinate public
demonstrations or of organisations documenting human rights violations (Beaton, 2021;
Puyosa, 2021). In 2019, the Internet-freedom monitor Netblocks identified 40 cases of tempo-
rary blocking of social media in the country (Berwick, 2024). Most recently, in January 2025,
the regime cracked down on VPN usage, as a tool that many Venezuelans have turned to in
order to circumvent its censorship efforts (Venezuela’s VPN Ban — Unshackled, Inc., 2025).

In terms of disinformation, Venezuela has been identified as one of the countries with the
greatest capacity for its dissemination according, as noted, to the Oxford Internet Institute
(Bradshaw & Howard, 2021). According to the latter’s report, Venezuela has a coordinated
disinformation strategy that includes several cyber troops of around 500 people, sometimes
formally trained, as well as hired trolls and bots, occasionally with international reach. The
government pioneered the use of bots as early as 2010. Maduro’s Twitter handle had around
6,000 bot accounts systematically sharing his content in 2014 already (Beaton, 2021), prompt-
ing the platform to crack down on it in January 2019 and delete nearly 1,200 accounts associ-
ated with his administration’s propaganda campaigns (Beaton, 2021; Berwick, 2024).

A 2017 leaked document from the Ministry of the Interior and Justice describes another
part of the Venezuelan government’s digital-disinformation strategy, referred to as the “Troll
Army of The Bolivarian Revolution” (Puyosa, 2021). The strategy also focuses on Twitter and
divides the troll armies into “teams” engaged in different activities (spreading pro-government
news, distraction, spreading fake news, or infiltrating opposition groups to sow division and
distrust). These armies are usually made up of Venezuelan citizens who participate therein in
exchange for financial compensation and/or of public employees who are coerced into such
activity (Puyosa, 2021, Beaton, 2021).

Finally, the government has also engaged in sophisticated cyberattacks to paralyse oppo-
sition newspapers online or harvest information on political dissidents. From 2015, the regime
began launching sophisticated DDoS and DNS poisoning attacks. Between March and June
2017, ten such DDoS attacks on media organisations were detected; in some cases, the web-
site in question was temporarily offline due to infrastructure damage (Beaton, 2021). The most
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extensive phishing attack by the Venezuelan government occurred in 2019, with its DNS poi-
soning of opposition leader Juan Guaidd’s humanitarian website VoluntariosxVenezuela to
capture information on those willing to support the opposition’s efforts (Beaton, 2021; Puyosa,
2021).

Venezuela is a country that per the traditional standards by which we judge cyber resilience
would be considered a laggard. Still, its government has developed solid cyber-monitoring
capabilities on a par with major surveillance states like China and Russia. Furthermore, Vene-
zuela has become capable of executing successfully cyberattacks against its political oppo-
nents inside the country (DDoS, DNS poisoning, phishing attacks) and created a digital-disin-
formation apparatus that has grown beyond its borders alone. As with other authoritarian re-
gimes with strong digital capabilities, Venezuela is an example of a cybersecurity model built
not on the protection of related infrastructure or of its citizens, but on seeking complete control
over all data and its transmission on its territory.

4 Cybersecurity Alliances in Latin America

Due to the borderless nature of the Internet and the interconnected nature of cyberattacks, it
is common for states to collaborate with each other to share information, build cyber resilience,
and counter such occurrences. Many Latin American countries have sought cyber partnerships
with countries they already have established trade relations or political ties with. For example,
many have a longstanding relationship with the US in the form of military and financial support,
especially in the fight against drug trafficking. This has led to the development of some formal
cyber partnerships. Yet some of the same countries also have strong economic ties to China,
given the latter’s investment in building digital infrastructure in the region (Blasco, 2024). Es-
pecially in terms of the geopolitics of cyber collaboration, the US and China stand diametrically
opposed to one another. This puts Latin American countries into the position of possibly having
to choose a cyber partner over a trade partner. As geopolitical tensions between the US, China,
and Russia increase, Latin American countries may seek out additional or different cyber part-
nerships. A third viable option, which is becoming an increasingly attractive possibility, could
be partnerships with the EU, which cautiously balances its priorities between the world’s two
superpowers. This section will hence analyse the current partnerships Latin American coun-
tries have with the US, with China, and with the EU in terms of digital affairs.

4.1 United States

The US has a long history of interaction with Latin American countries. Since 1946, the US has
provided USD 104 billion (USD 228.3 billion in constant 2022 dollars) in general assistance to
Latin American and Caribbean countries (Meyer, 2025). In addition, the US has contributed
regularly to the OAS, including contributing USD 1.8 million directed to cybersecurity and ap-
proximately USD 1 million to prevent cybercrime in 2023. In addition, after Costa Rica fell victim
to the Russian-sponsored Conti cyberattack, the US pledged USD 25 million to help strengthen
the country’s cybersecurity capabilities (Contreras & Kotz, 2025).

Beyond financial support, the US has provided other forms of backing in its partnership
with various Latin American countries. Through the U.S. State Department’s Digital Connec-
tivity and Cybersecurity Partnership, the North American country assists with related capacity-
building in the region, including training on cybersecurity best practices. In addition, it supports
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two U.S. Department of Justice “International Computer Hacking and Intellectual Property Ad-
visors” in the region (in Sao Paulo, Brazil, and Panama City, Panama) who help combat cy-
bercrime and intellectual-property theft. Courses on countering cybercrime have also been
offered in El Salvador (U.S. Department of State, 2020). In addition, the State Department has
supported its southern neighbours’ development of their respective NCS, which has been in-
strumental to building cyber resilience and improving the region’s GCSI score. Furthermore,
the US has a committed military relationship in the region, focusing specifically on cybersecu-
rity.

Building partner capacity is a core objective of the U.S. Southern Command mission in the
region (SOUTHCOM, 2025), also as regards the digital realm. In 2024, for example, the gov-
ernment of Paraguay completed a “joint cyber security review of Paraguayan government net-
works” with SOUTHCOM. The cyber-espionage actor “Flax Typhoon” was identified as present
in its domestic systems in consequence. “Flax Typhoon” is a known actor with ties to China
(U.S. Southern Command, 2025). In addition, SOUTHCOM supported and co-hosted the Cen-
tral American Security Conference, which in 2024 focused heavily on cybersecurity and build-
ing resilience.

Supporting the region has been a strategic priority for the US for a longtime. It is driven to
partner with Latin American countries on cybersecurity and other digital issues out of its own
strategic interest in advancing an open, interoperable, reliable, and secure Internet and coun-
tering influence in the region from adversaries like China and Russia (U.S. State Department,
2020). This support strengthens US national security and in general creates a stronger cyber
stance in the region (Contreras & Kotz, 2025).

4.2 China

In terms of official cybersecurity partnerships in the region, the traditional influence of the US
there sees it remain the key player. However, China has come to enjoy increasing access and
engagement in the region through its economic power, including via the Belt and Road Initiative
(BRI). Latin America remains a geopolitically relevant region for the East Asian country as well,
leading to complex cybersecurity relationships.

China has concentrated on using its soft power to build support in the region. This has
resulted in Argentina, Brazil, Chile, Ecuador, Mexico, Peru, and Venezuela all signing so-called
comprehensive strategic partnerships with China (Roy, 2025). There are four major areas of
cooperation between the latter and Latin American countries: energy, health, infrastructure,
and space (ibid.). The depth of the economic relationship with China can be seen by the fact
that 14 of the countries in the region are BRI participants, while 11 use or plan to use Huawei
equipment in building out their 5G networks (ibid.). Through this economic and infrastructure
integration, China has become a vital partner country to the region.

At the same time, Western powers like the US continue to warn of the risks of using Chi-
nese products in critical infrastructure. Despite warnings from it and other Five Eyes partners
regarding the vulnerability of Huawei products and the potential for intellectual-property theft
and cyber espionage, the company remains an attractive provider to build 5G networks in the
region — in large part, because the other providers are simply too expensive (Berman et al.,
2023). As Latin American countries continue partnering with China on economic and infrastruc-
ture topics, the geopolitical implications of cyberattacks in the region get muddier and digital
alliances become more geopolitical in nature.
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It is interesting to note that Paraguay — which suffered, as noted, from the “Flax Typhoon”
attack — is one of the few countries in the region that is neither a part of the BRI nor using
Huawei to build 5G. Furthermore, Paraguay has not recognised China’s claims to Taiwan (Roy,
2025). Which countries regionally have been the targets of Chinese-attributed cyberattacks
and which are BRI participants is beyond the scope of this study, but it would be interesting to
determine if involvement in that transnational economic scheme limits Latin American states’
exposure to digital interference from their East Asian counterpart. This would be important
analysis to conduct as a way to identify a potential new type of cyber partnership that could be
more informal than the kinds seen with the US.

In general, it is clear that economic ties with China play a significant role in the geopolitics
of Latin America. It is also clear that China is not (yet) seen as a country to build formal cyber
partnerships with. The latter is also not really considered an option for supporting cyber capac-
ity-building in the region, given the vocal mistrust from the US and other Western powers about
China’s ulterior motives here. Yet as their economic relations continue to grow, that sentiment
may change in the future.

4.3 The EU

While the US remains a key partner for Latin American countries in terms of cybersecurity, and
China is the largest economic partner in the region, the EU presents an attractive alternative
to the two largest cyber powers. According to the European Council on Foreign Relations,
“countries in Latin America and the Caribbean tend to favour rights-based digitalisation that
safeguards democratic principles and values, likely inclining them towards the European model
of technological development and regulation” (Hobbs & Torreblanca, 2022). This means that
in countries now implementing new digital policies, such as on data privacy, the tendency is to
follow the European model — with the GDPR even being looked to in some cases (ibid.). So
while Latin American countries may be better aligned with EU policymaking, the Bloc must
make that region a priority partner. The region has certainly grown in importance for the EU in
the last few years, and there are some key programmes helping to strengthen relations. Yet
there remains significant room for growth.

Since launching its “Digital Decade 2030,” the EU has also increased its focus on building
international cyber relations. This includes the 2019 inauguration of the EU CyberNet project
“to enhance the global impact, coordination and coherence of the EU’s external efforts in cyber
capacity building” (Otsmaa, 2024). As a part of these efforts, the Latin America and Caribbean
Cyber Competence Centre (LAC4) was launched in 2022 to “provide cybersecurity and cyber-
crime expertise to support Latin American and Caribbean digital transformation and collabora-
tion to counter cyber threats” (EU CyberNet, 2025). This it accomplishes with a physical centre
located in Santo Domingo, Dominican Republic, which opened in 2022.

In addition, the EU-LAC Digital Alliance was agreed to in 2023 with a budget of EUR 172
million, with the purpose of combining efforts to create inclusive and human-centric digital
transformation in both regions across all cyber matters (European Commission, 2024). A cor-
nerstone of this alliance was the high-level policy dialogue on cybersecurity hosted in Santo
Domingo in February 2024. During this summit, more than 150 government representatives
met to discuss the issues facing the regions and identify concrete initiatives to bolster cyber
resilience, improve cyber diplomacy, build cyber capacity, and strengthen CII security (Dele-
gation of the European Union to Brazil, 2024). Furthermore, in March 2025, the ministers of
interior and security from the EU and Latin America agreed to a broad-reaching declaration on
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tackling global security challenges. This resulted in the EU-CLASI Joint Declaration and the
“‘Roadmap for Operational Cooperation Priorities 2025-2026,” which included strengthening
efforts to fight cybercrime (European Commission, 2025).

Through these various initiatives, the EU has shown its strategic investment in the Latin
American region. However, China’s and Russia’s own turn to the region only continues to grow.
Russia disseminates information-manipulation campaigns, especially in response to the
Ukraine War and in an attempt to weaken democracies. China has a vested economic interest
in Latin America, as explained above. Therefore, the EU should take the opportunity to in-
crease ties with the region. At a time when the US is pulling back from international agreements
and reducing international aid, the EU and its member states are well positioned to become a
leading partner, beyond the diplomatic efforts already underway. In the case of Latin America,
EU support should move beyond its primary focus on building resilience and henceforth work
more stronger towards building capacity in the region. Furthermore, as the region continues to
build out 5G networks and other technological capabilities, the EU needs to support those who
can compete with Huawei and other non-Western operators. The Latin American region al-
ready has an affinity for EU values and rights. Now is the time for the Bloc to position itself as
the partner best suited to aiding the further development of a cyber-secure region.

Germany as a country has no strong cybersecurity-related bilateral agreements with Latin
American counterparts at present. Its own NCS has not included cyber diplomacy as a part of
its toolkit to date. This, combined with the aforementioned retreat of the US from cooperation
initiatives with its traditional Latin American allies, opens up the opportunity for Germany to
engage in bilateral collaboration therewith — particularly with cyber-ready countries like Argen-
tina, Brazil, Colombia, and Mexico.

5 Conclusions

Each Latin American country needs a different approach to cybersecurity cooperation, depend-
ing on its chosen model and the current international alliances it maintains. The region has the
second-highest level of Internet connectivity worldwide, yet it is also a great laggard regarding
cybersecurity policy and evolution, with only some countries adopting strong stances hereon.
Some countries have opted for a purely security- or privacy-oriented model of cybersecurity,
leaving significant gaps in their legal and/or technical capacities. Meanwhile, those upholding
the control-oriented model are an example of the wider influence that cyber powers such as
China and Russia can have. Finally, there are countries whose stance on these matters is not
yet developed and therefore can be led towards models in line with democratic values.

Five different forms of prospective collaboration have been highlighted in this study: (1)
bilateral cooperation with Latin American countries that have a security- and privacy-oriented
approach to cybersecurity (Argentina, Brazil, Mexico); (2) technical assistance provided to
those with privacy-oriented models but a weak security focus (Costa Rica, Panama); (3) initi-
atives around data protection and related legislation with countries with a security-oriented
model but limited consideration of user privacy (Colombia, Ecuador, Paraguay); (4) holistic
cooperation on technical and legislative developments for countries without a developed cy-
bersecurity stance (Bolivia, El Salvador, Guatemala, Honduras); and, (5) cooperation with the
private and non-governmental organisation sectors on digital privacy and transparency in
countries adhering to the control-oriented model (Cuba, Nicaragua, Venezuela).
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To establish genuine partnership, Germany and the EU must first establish contact with the
leading cybersecurity representatives in the region. As outlined in the GCSI of 2025, countries
such as Argentina, Brazil, and Mexico have the traditional digital architecture indicative of up-
holding the security-oriented model as well as well-developed data-protection legislation that
can be aligned with EU values of privacy, freedom of expression, and user protection. The EU
Cybersecurity Regulation of 2023 provides for the establishment of a so-called Interinstitutional
Cybersecurity Board and extends the mandate of the EU CIRTs. These institutions can become
an important instrument of diplomacy to coordinate with counterpart institutions in Brasilia,
Buenos Aires, and Mexico DF on joint exercises, dissemination of related strategies in other
Latin American countries, and general cooperation on cybersecurity issues in both regions.
The EU-LAC Digital Alliance is an already-established connection point for knowledge-sharing
between cybersecurity institutions and CIRTs from Latin America and Europe. Another com-
munication channel could be the EU CyberNet Project.

Countries with a strong security mindset would benefit most from cooperation on the leg-
islative side of all matters related to data protection. The dissemination of the GDPR beyond
the EU’s borders has been a great success to date, but there are Latin American economies
where addressing user privacy is not yet as advanced. The European Data Protection Board
(EUDPB) could be an important diplomatic tool to support legislators in countries such as Bo-
livia or Colombia in developing solid data-protection laws, in cooperation with leading partners
in the region such as Argentina and Brazil. The fact that there are already regional examples
of GDPR-like legislation opens up the opportunity for the EU to draw further on its cooperation
with the OAS here and act as a facilitator in the development of data-protection laws in Latin
America.

Countries with strong such laws but weak technical capacity, such as Costa Rica and Pan-
ama, would benefit from direct support from German or EU CIRTs as well as their cybersecurity
organisations. Technical support and training, as well as cooperation with law-enforcement
bodies in the prosecution of digital offences, would help the region to better fend off cyberat-
tacks and prosecute perpetrators. Countries without developed cybersecurity structures would
gain from a more holistic approach combining cooperation with the EUDPB and EU institutions.

Finally, cooperation with control-oriented countries is difficult to achieve due to their politics.
Nonetheless, the EU’s transparency and data-protection institutions working with NGOs and
the press in these countries becomes key to reducing the power and reach of autocracies
online and elsewhere. The Bloc working closely with civil society and the media in such in-
stances could become an important counterweight to disinformation circulating nationally and
regionally, as could cooperation with large platforms such as Meta and X.
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